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Total Hours: 240

Windows Malware Analysisלהכשרתסילבוס

Module Academic Hours

Foundations of Windows Forensics

Navigating Windows File Systems

Deep Dive into Registry Forensics

Analyzing Windows Event Logs

Mastery of Data Acquisition

Windows Network Forensics

Email and Web Artifacts Forensics

Advanced Forensic Analysis and Correlation

Timeline Analysis

Effective Forensic Reporting

Total Hours: 45
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Module Description

Foundations of Windows 
Forensics

• components of Windows operating systems relevant 
to forensics.

• fundamental principles of digital forensics 
• role and functionality of primary forensic tools like 

Autopsy and Plaso.

Navigating Windows File 
Systems

• Architecture and forensic relevance of NTFS, FAT, and 
exFAT file systems.

• Analyze file system artifacts to uncover forensic 
evidence.

• Utilize forensic tools
• Data recovery techniques 

Deep Dive into Registry 
Forensics

• structure of the Windows Registry and identify its 
forensic importance.

• Analyze key Registry artifacts 
• Demonstrate the use of forensic tools 
• Examine System and Application metadata 
• Investigate user activity through analysis of LNK files 

and MRU lists

Analyzing Windows Event 
Logs

• Windows event logs to identify security incidents and 
anomalies.

• Correlate event log data with other forensic artifacts
• Employ advanced tools for detailed log analysis, 

incorporating timeline techniques.
• Analyze Prefetch files to understand application 

execution and scheduling.

Mastery of Data 
Acquisition

• Differentiate between static and live data acquisition 
methods

• Execute live data acquisition techniques
• Navigate and mitigate encryption challenges during 

data acquisition.

Windows Network 
Forensics

• Analyze Windows network configurations and log 
files 

• Investigate web artifacts and email data
• Apply network forensic tools and techniques

Email and Web Artifacts 
Forensics
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Module Description

Email and Web Artifacts 
Forensics

• Extract and analyze email artifacts
• Investigate web browsing history, cookies, and cache 

files 
• Utilize specialized forensic tools 
• Assess the role of steganography in concealing 

information

Advanced Forensic 
Analysis and Correlation

• Implement advanced log analysis and correlation 
techniques

• Conduct data carving operations using specialized 
tools

• Analyze Prefetch and Thumbs.db files
• Apply critical analysis to interpret complex forensic 

data and artifacts.

Timeline Analysis
• Differentiate between various event types and 

timestamp types
• Apply approaches to establishing temporal proximity 

between events
• Create detailed timelines using forensic tools
• Analyze timeline data to reconstruct events
• Evaluate the effectiveness of timeline analysis in 

digital forensics

Effective Forensic 
Reporting

• Construct detailed forensic reports
• Communicate forensic analysis outcomes to both technical and 

non-technical stakeholders.
• Uphold the ethical standards and legal requirements
• Practice the art of clear, concise, and objective reporting in 

forensic investigations.
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