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OUR
CONTENT

is fully developed and tailored
specifically for our trainees, from
scratch, by our own team of
specialists

@% What sets

our training
programs
apart?

OUR
TEAM

is composed of in-house,
highly-qualified cyber

OUR
PLATFORMS

are exclusive and bring
to our trainees hands-on
learning through
customized simulations
and real-life scenarios

and IT experts and
training professionals
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Academic

Module Hours

Module 1
Introduction

Module 2
Static Analysis

Module3
Dynamic Analysis

Module 4
Real Life Use cases

Total Academic Hours :40
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Module Description

Module 1 * What is the process of Reverse Engineering,
Introduction Why it is nedded, Useful Historical Cases .
Overview of all RE tools
Working with basic RE tools
Crash course of x86 disassembly before diving
in IDA
First disassembly - Understanding an Assembly
program

Module 2 Learning the basics of IDA —

Static Analysis understanding static analysis, going over the
program thoroughly
An overview of an exercise practicing IDA
Classes, Registers, ETC... All through IDA
First basic RE - Hello world level RE

Module 3
Dynamic Analysis
Overview of Ollydebug and usage
/ Ghidra usage
Demonstrating using GDB
Try to understand how Ping really really works

Module 4

Real Life Use cases An exercise regarding real life RE practice -
Hacking the Minesweeper game
Different Kinds of Malware, common
behavior, hinting for metasploit research
RE the metasploit shell code to fullest
Recap of Final exercise, and of all lessons
learned, allowing for students to catch up and
fill in gaps.
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