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OUR
CONTENT

is fully developed and tailored
specifically for our trainees, from
scratch, by our own team of
specialists

@Q@ What sets

our training
programs
apart?

OUR
TEAM

is composed of in-house,

highly-qualified cyber
and IT experts and

training professionals

OUR
PLATFORMS

are exclusive and bring
to our trainees hands-on
learning through
customized simulations
and real-life scenarios
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Module Academic Hours

Intro to Linux System Forensics

The Linux Boot Process

System Data Acquisition

RAID and Remote Acquisitions

Disk and Filesystem Analysis

Disk and Filesystem Analysis Tools

Memory Acquisition

Memory Analysis

Logs, Artifacts, and Timeline Analysis

Total Hours: 45
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Module Description

Intro to Linux System
Forensics

The Linux Boot Process

System Data Acquisition

RAID and Remote
Acquisitions

Disk and Filesystem
Analysis

Disk and Filesystem
Analysis Tools
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Getting rolling with the Tsurugi Linux Forensics
Worstation

Recap of the Network Forensics Final Exam
Revisiting the Value of the Blue Team
Roadmap for Linux Forensics Course
Continuing with Tsurugi

Understanding How Things Start
Understanding the Old System V init Process
Understanding the New systemd Architecture

Understanding Collection Tools and Methods
Understanding Storage Formats for Digital Evidence
Determining the Best Acquisition Method
Contingency Planning for Image Acquisitions

Understanding RAID and the Various Levels
Using Remote Acquisition Tools
Perform a Remote Live Image

Understanding the History of Linux Filesystems

The Filesystem Abstraction Model

Ext2 Structures and the Virtual Filesystem Layer (VFS)
Media Analysis Concepts

Carving a Partition from a Disk Image

Practice with Images, Creating a Filesystem, and Mounting
it

Exploring the Sleuth Kit (TSK)

Practice with TSK Tools

Test and Explore Foremost
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Memory Acquisition ®* Understanding Memory Acquisition and Forensics
®*  Factors and Concerns Involved with Memory

Acquisition
Historical Methods of Linux Memory Acquisition
Modern Memory Acquisition with Linux
Building and Using the Linux Memory Extractor
(LiME)
Using LIME for Remote RAM Acquisition

Memory Analysis Introduction to the Volatility Framework
Introduction to Volatility Profiles
A CFT with Volatility

Logs, Artifacts, and Understanding Linux Logs
Timeline Analysis Getting the Lay of the Land
Understanding Linux Artifacts
Exploring the Unix-like Artifact Collector (UAC)
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