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OUR
CONTENT

is fully developed and tailored
specifically for our trainees, from
scratch, by our own team of
specialists

@% What sets

our training
programs
apart?

OUR
TEAM

is composed of in-house,
highly-qualified cyber

OUR
PLATFORMS

are exclusive and bring
to our trainees hands-on
learning through
customized simulations
and real-life scenarios

and IT experts and
training professionals
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Academic

Module Hours

Module 1
Introduction to Cyber Security

Module 2
Cybersecurity principles

Module 3
The Cyber Awareness Toolkit

Module 4
The Cywareness platform

Total Academic Hours :40
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Module Description

Module 1 ® Introduction to the Course and Learning Pathways
Introduction to Cyber ® Cyber Security Fundamentals: Concepts and
Security Glossary

Identifying Roles, Actors, and Common Mitigation

Strategies

The CIA Triad: A Fundamental Overview

Module 2
Cybersecurity principles

Introduction to Cyber Security
Know and understand threats
Case studies

Cybersecurity best practices
Security on the web

Security on social networks
Security in the workplace
Incident response

Risk and risk management
Compliance and regulations

Module 3 ¢ Communication skills
The Cyber Awareness * Reporting tools (web site, emails etc.)
Toolkit ® Training resources

O Videos

O Presentations

O FAQs

O Documents

O Online courses

®* Presentation skills

Module 4 ® The email infrastructure
The Cywareness ® Tools and defences
platform ® Cywareness
¢ Experiencing a phishing campaign
¢ Creating and deploying a phishing campaign
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